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LEGAL DIMENSIONS AND ETHICAL NORMS OF
PUBLIC RELATIONS PRACTICE IN THE DIGITAL AGE

Abstract. The article examines the key legal aspects and ethical standards of PR activity in the context
of the digital reality, which is undergoing dynamic transformation under the influence of technological
progress, social media, and developments in the field of information security. The legal regulation of
public relations is analyzed both within Ukrainian legislation and the international legal framework,
particularly in relation to personal data protection, copyright compliance, information dissemination,
countering fake news, and the regulation of advertising in the digital environment. Emphasis is placed
on the importance of adhering to ethical principles in communication practice, such as truthfulness,
transparency, avoidance of manipulation, and respect for audience privacy.

Practical recommendations are proposed for conducting lawful PR campaigns, managing information
on social media, complying with ethical standards during crisis communication, and minimizing
reputational and legal risks.

The aim of the article is to identify the current challenges and prospects for legal and ethical
regulation of PR activity in the digital age, especially in the context of rapid technological
development, the digitalization of communications, and growing public demand for responsible public
engagement.

To achieve the stated aim, the study employs methods of analysis and synthesis, a comparative legal
approach, generalization and systematization, as well as logical and dialectical methods.

The research establishes that legal literacy is a critically important component of professional PR
activity. It has been identified that most violations stem from insufficient knowledge of legal norms in
the fields of copyright and personal data protection. It is proven that transparency in communication
and ethical responsibility enhance public trust in a brand. It is also clarified that the digital
environment requires continuous knowledge updates and the adaptation of communication strategies
to new legal challenges.

Further research may focus on the development of ethical conduct standards for online
communications, the implementation of self-regulatory codes for PR professionals, and the study of
artificial intelligence's impact on the legal regulation of the information space.
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IOPUINYHI ACIIEKTHU TA ETUYHI CTAHAAPTHU PR-AIAJIBHOCTI
B YMOBAX LIU®POBOI PEAJIBHOCTI

Anomauyia. Y cmammi pozensnymo K408l OpUOuyHi acnekmu ma emuyHi cmanoapmu PR-
OisIIbHOCMI 8 YMOBAX YUPDPOBOI peanvHOCMi, WO OUHAMIYHO MPAHCHOPMYEMbCA N0 BNAUBOM
MEXHONI02IUH020 Npocpecy, COYIANbHUX Mepexc ma 3MiH y cghepi iHpopmayiilinoi 6e3nexu.
IIpoananizosano npasoge pe2yno8ants 36 sA3Ki6 3 2pOMAOCLKICMIO AK 8 YKPAIHCbKOMY 3AKOHOOA8CMEI,
Mmax i  MiXCHAPOOHOMY NPaso8oOMY NOJi, 30KpemMa wooo 3axXUCmy NepcoHalIbHUX OaHUX, OOMPUMAHHS
A8MOPCHLKUX NPaAs, NoOwUpeHHs ingopmayii, npomudii etikogum HOBUHAM MA PeSyNI08AHHS PEKIAMU 8
yugposomy cepedosuwi. Hazonoweno ma eadxcaugocmi OOMPUMAHHA eMUYHUX NPUHYUNIE Y
KOMYHIKQYIUHIl npakmuyi, 30Kkpema npasousocmi, npo30pocmi, HeOONYWeHHs MaHinyaiayitl ma nosazu
00 NpuBAMHOCMI Ayoumopii.

3anpononosarno npaxmuuni pexomeHOayii w000 npasomipHozo eedeHHss PR-xamnanii, o06pobKu
ingpopmayii 6 coyianbHux media, OOMPUMAHHS eMUYHUX HOPM NIO 4aC KPU3080i KOMYHIKAYIL, A MAKOIC
MIHIMI3aYil penymayitinux ma puOUYHUX PU3UKIG.

Memoto cmammi € 6U3HAYEHHA CYYACHUX GUKIUKIE [ NEePCNeKmue npasogoco ma emuyHo2o
peayntosants PR-Oisnvnocmi y yugpogy enoxy, 30kpema y KOHMEKCMI CMPIMKO20 PO3GUMKY
mexHon02il, Yu@dposizayii KOMyHIKayil i 3pOCMAanHs CYCRLIbHO20 3aNUMY HA 8i0ON0GIOAILHY NYONIUHY
83a€EMOIII0.

s Oocaenenns nocmagnenoi memu SUKOPUCMAHO MemoOU aHANi3y ma CuHmesy, NOPIGHANbHO-
npasosull nioxio, y3a2aibHeHHs ma CUCMemMamu3ayii, a maxKoic 102iuHull i OlaneKmuyHUuLl Memoou.

YV x00i 0ocnioscenns 6cmanosieno, wo puoUdHa 2pAMOMHICMb € KPUMUYHO 8ANCTUBOIO CKIAO0BOI0
npogeciiinoi disnonocmi PR-gaxisys. Bussneno, wo dinvuicms nopyuieHs nog a3ana 3 HeOoCmamuim
SHAHHAM 3AKOHOOA8YUX HOPM YV cghepi asmopcbko2o npasa ma 3axXucmy HePCOHANbHUX OAHUX.
Josedeno, wo nposopicmes KoMyHiKayii ma emudna 8ionosioaIbHicCmsb nNi08UULYIOMb PiGeHb 008ipU 00
bpendy. Ymouneno, wo yugpose cepedosuwje umazac nOCMiuHO20 OHOBNIEHHs 3HAHL | adanmayii
KOMYHIKayiuHux cmpameziii 00 HO8UX NPABOBUX BUKTIUKIS.

THooanvwi Oocniodcenus Moxcymv Oymu 30cepeddiceHi HaA (DOPMYBAHHI CMAHOAPMIE eMmUUHOT
N0BeJiHKU 6 OHIAUH-KOMYHIKAYIAX, 6Npo8aoddiceHHi Kooekcie camopezyrayii ons PR-¢gaxisyie, a
MAKONC HA BUBYEHHI BNIUBY WIMYYHO20 IHMeENeKmy HA Npasose pe2yilo8aHHs IHGopmMayitino2o

npocmopy.
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Knrouosi cnosa: PR-Oisnvnicms, npasoge pe2yniosanns, emuxa KOMYHiKayii, yugposa peanvHicms,
nepcoHanvhi 0aui, ghetikosa inghopmayis, agmopcvke npaso.

Problem Statement. In the era of rapid digital transformation of society, where
the majority of social, economic, and political processes occur within the information
environment, public relations (PR) has become a vital tool for shaping public opinion,
managing reputation, and ensuring effective communication between various
stakeholders — businesses, state institutions, and the public. The use of digital
communication channels, including social media, content-sharing platforms, and other
online resources, has significantly expanded the potential to influence audiences, while
simultaneously introducing new risks associated with legal liability and ethical
vulnerability.

Under contemporary conditions, the need to ensure legal clarity in the field of PR
activity is growing, particularly regarding compliance with legislation on personal data
protection, copyright, the veracity of disseminated information, and accountability for
manipulative or fake messaging. Despite the existence of certain legal and regulatory
acts governing information-related activities, the absence of a comprehensive legal
approach to PR communications results in regulatory gaps and complicates the
enforcement of relevant legal provisions.

Beyond legal considerations, the issue of ethical responsibility among PR
professionals is becoming increasingly pertinent. These specialists must adhere to
principles of transparency, truthfulness, respect for audience privacy, and the avoidance
of manipulative techniques. In a digital reality where information spreads
instantaneously and its impact is broad and often uncontrollable, ethical standards serve
as an additional framework guiding the conduct of communication practitioners.

Therefore, the relevance of this study lies in the need for a comprehensive
analysis of the legal and ethical foundations of PR activity in the digital age. It aims to
identify the legal challenges faced by professionals in the field of public relations and to
develop recommendations for ensuring compliance with applicable norms in a rapidly
evolving and technologically driven information landscape.

Analysis of Recent Research and Publications. The issue of legal liability in
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the context of public relations (PR) activity-particularly concerning legal risks and
measures for their mitigation-has been the subject of research by a number of Ukrainian
scholars and practitioners. Notable contributions to the development of both theoretical
and applied aspects of this topic have been made by Kolisnychenko T. V., Myronenko
V. V. [1], Vertehel S. Ya. [2], Zelych V. V. [3], as well as Hubina A. M., Netreba M.
M., and Khlebnikova T. M. [4], who have examined legal mechanisms for regulating
information activities and liability for offences in the sphere of public communications.
In turn, Radzikhovska Yu. M. [5] emphasized the practical aspects of legal compliance
and the importance of legal awareness among PR professionals as a key factor in
reducing reputational and legal risks. The works of these authors form a theoretical
foundation for further reflection on the challenges of legal regulation of PR activity in
the context of societal digitalization.

Presentation of the Main Research Material. In the context of legal
considerations and ethical standards governing public relations (PR) activities in the
digital age, the field of public communication is closely intertwined with legal
mechanisms that define the boundaries of professional conduct for communication
specialists. Compliance with advertising legislation, regulations concerning the use of
intellectual property, protection of personal data, and safeguarding individual reputation
are all key components of the legal framework that directly influence the legitimacy and
effectiveness of PR communications. An awareness of legal requirements within the
digital environment enables PR professionals to effectively mitigate legal risks, act
responsibly, and uphold ethical standards in their engagement with the public. Figure 1
schematically illustrates the legal landscape of PR activity, highlighting the principal
legal dimensions relevant to the practice of contemporary public communication.

PUBLIC RELATIONS ACTIVITY

e

- Legislative Regulation of Public Relations Activities
- Ethics and Responsibility in Public Relations

- Copyright and Intellectual Property

- Protection of Personal Data and Confidentiality

- Relations with the Mass Media and Social Networks
- Liability for Violations

Figure 1 — Legal Framework of Public Relations Activities
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Source: Developed by the authors based on materials [6-19]

PR specialists must have a clear understanding of the legislation governing
information communications. In particular, it is essential to be familiar with advertising
laws that prohibit manipulation, unfair practices, and misleading consumers. In
countries such as the United States, Canada, and EU member states, stringent
regulations apply to advertising in sectors including healthcare, finance, tobacco, and
alcohol. In the US, the Food and Drug Administration (FDA) oversees pharmaceutical
advertising; in the EU, relevant directives from the European Commission apply; and in
Canada, the Advertising Standards Canada agency is responsible. All these jurisdictions
require transparency, clear labelling, risk warnings, and restrictions on target audiences.

In Ukraine, PR activities are not directly regulated by a dedicated law but fall

under a range of normative legal acts (see Table 1).

Table 1 — Normative and legal regulation of PR activities in Ukraine.

Ne Normative document Brief description

1 Law "On Information” No. Defines the legal status of information, guarantees freedom of
2658-XII speech, and establishes liability for its dissemination

5 Law "On Advertising™ No. Distinguishes between advertising and PR, prohibiting
271/96-VR manipulative and unfair advertising practices

3 Law "On Personal Data Regulates the collection, processing, and dissemination of
Protection" No. 4170-1X personal data in communications

4 Law "On Access to Public Establishes mechanisms for access to information, particularly in
Information” No. 2939-VI interactions with government bodies and the media

. . Prohibits the dissemination of false information about competitors
5 | Antitrust Legislation - .
and regulates rules for fair competition

Source: developed by the authors based on materials [6; 7; 8; 9; 10; 11; 12; 13; 14]

The legislative regulation of PR activities in Ukraine is based on several legal
instruments that define the permissible boundaries within the information sphere, ensure
the protection of the rights of information stakeholders, and regulate the ethical and
legal standards of professional communication. The absence of a specialized public
relations law is compensated for by the application of general legislation covering
information, advertising, competition, and personal data components of the field.

One of the fundamental legal documents is the Law of Ukraine "On Information."

In particular, Article 5 classifies types of information, with special emphasis on
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personal, reference, statistical information, among others. Article 6 establishes the main

requirements for information: accuracy, completeness, objectivity, and legality. These
provisions form the foundation for disseminating public messages within PR
campaigns, ensuring the lawfulness and ethicality of the information presented [6].

The Law of Ukraine "On Advertising"” is another important regulatory act that,
despite its specialization, directly pertains to PR activities. Article 8 sets forth
requirements for the accuracy of advertising information, prohibiting the concealment
or distortion of facts. Article 10 outlines the specifics of social advertising, requiring a
clear distinction between commercial and social components of messages, as well as
appropriate labelling of advertising content. This provision is particularly relevant in
contexts where PR activities intersect with brand promotion or image campaigns [7].

The Law of Ukraine "On Personal Data Protection™ regulates the rules for
processing, storing, and disseminating information concerning individuals. Key
provisions (Articles 6, 7, 8, 11, 14, and 15) mandate that any use of personal data must
be based on lawful grounds, respecting the rights of data subjects. The processing of
sensitive information (such as racial or ethnic origin, religious beliefs, health status,
etc.) is permitted only under specific conditions. Furthermore, the consent of the
individual for the dissemination of their personal data is obligatory. In the context of PR
activities, this implies the necessity of prior informing clients about the purpose of data
collection, obtaining their voluntary consent, and preventing unjustified disclosure of
information that may violate their rights [8].

The Law of Ukraine "On Access to Public Information” guarantees every citizen
the right to obtain information created or held by state authorities, local self-government
bodies, as well as other entities performing public functions. Articles 5, 10, 19, 20, 22,
and 23 regulate the forms of access to such information, deadlines for considering
requests, procedures for submitting requests, and possibilities for appealing refusals. For
PR professionals, these provisions provide the opportunity to promptly obtain official
data used in public statements, press releases, analytical reports, and so forth, thereby
promoting openness and transparency in communications [9].

Antitrust legislation occupies a distinct place in the regulation of the PR sphere
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and includes key laws such as the Laws "On the Antimonopoly Committee of Ukraine,"

"On Protection of Economic Competition,” "On Protection Against Unfair
Competition,” "On State Aid to Business Entities," and "On Public Procurement.” The
Law "On the Antimonopoly Committee of Ukraine,”" specifically Article 20, regulates
the mechanisms of interaction between the Committee, the media, and civil society
organizations, while Article 24-1 guarantees the transparency of the Committee’s
activities. This enables corporate PR departments to respond promptly to potential
information crises related to investigations or statements by the Committee [10].

The Law "On Protection of Economic Competition" prohibits the abuse of
monopoly power, the introduction of discriminatory cooperation conditions, and
manipulative practices. Articles 6, 13, 19, 20, and 50 provide an exhaustive list of anti-
competitive actions, the responsibility for which may require crisis management
responses from a company’s PR service [12]. Concurrently, the Law "On Protection
Against Unfair Competition,” in Articles 5-9, explicitly forbids the use of false or
misleading information, imitation of competitors’ products, and unauthorized use of
third-party PR materials. Compliance with these norms is essential for lawful
communication and the formation of a company’s honest reputation [13].

The Law of Ukraine "On State Aid to Business Entities" mandates public
disclosure (Article 7) regarding the receipt of state support, which is particularly
important for ensuring transparency in relations with the public and the media [14].

In conclusion, PR activities must be conducted in compliance with current
legislation. Adherence to legal norms not only fosters the development of a sustainable
positive image but also mitigates the risks of legal liability for the company. A clear
distinction between advertising and PR, observance of the principles of accuracy, lawful
processing of personal data, fair competition, and preparedness for crisis situations
constitute the foundational elements of the legal culture of the modern PR specialist.
Effective and transparent interaction with government bodies, the media, and the public
helps maintain trust even amid information turbulence.

Ethics and responsibility in the field of public relations are also integral

components of effective PR practice, as their neglect leads to loss of trust, reputational
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crises, and potential legal consequences. The core ethical principles in PR include

transparency, honesty, objectivity, and respect for the audience. The responsibility of
PR professional’s manifests at several levels:

- towards the client and employer — through adherence to professional standards
and protection of the client’s interests;

- towards society — by ensuring ethical communications that contribute to the
formation of an open information space and do not harm the public interest;

- towards the professional community — by upholding ethical norms and raising
standards within the PR field.

Observance of these principles is a key factor in building audience trust and the
success of communication campaigns, contributing to strengthening corporate
reputation and creating a responsible informational environment with long-term benefits
for both business and society as a whole.

Copyright and intellectual property are crucial legal aspects within the field of
public relations. Compliance with legislation in this area ensures both legal security and
the professional reputation of a company. PR specialists must create original content,
use only materials for which they have obtained rights or permissions, and adhere to
rules regarding citation and source referencing. Key regulatory acts, including the Civil
Code of Ukraine [16], the Law on Copyright and Related Rights [17], the Law on the
Protection of Rights to Marks for Goods and Services [18], and the Law on Advertising
[7], define PR materials as objects of intellectual property, regulate authors’ rights, and
establish liability for the unauthorized use of branded elements. The protection of
proprietary developments, such as logos, slogans, and advertising concepts, requires
their official registration. The use of others’ ideas without permission is unacceptable,
as it breaches ethical standards, damages the company’s image, and may entail legal
consequences. Therefore, legal awareness in the sphere of intellectual property is an
essential condition for professional PR practice.

Equally important in terms of legal regulation is the protection of personal data
and privacy. In Ukraine, the relevant provisions are established by the Law of Ukraine

“On the Protection of Personal Data” [8], which sets requirements for the lawful
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processing, proper storage, transfer, and safeguarding of personal information. In

particular, it mandates obtaining the data subject’s consent for processing, guarantees
the confidentiality of information, and requires the implementation of technical and
organizational measures to prevent data breaches or unauthorized access. Oversight of
compliance with these requirements is carried out by the Commissioner of the
Verkhovna Rada of Ukraine for Human Rights. In PR practice, especially when
working with client databases, conducting email campaigns, or collecting survey data,
specialists must ensure full compliance with legislation, adhere to principles of
transparency regarding the purpose and methods of personal data use, and guarantee
data security at all stages of processing.

Interaction with mass media and social networks constitutes an integral
component of a modern PR strategy. Traditional media — television, radio, print, and
online publications — maintain a high level of audience trust, which underscores their
significance in shaping an organization’s public image. Effective cooperation with
journalists and editorial offices enables the dissemination of information through news
stories, interviews, reports, and press releases.

At the same time, social media has become a key channel for direct, timely, and
interactive communication with target audiences. It allows companies to respond
rapidly to user inquiries, create viral content, and foster a loyal community around the
brand.

Mass media and social networks perform complementary functions: information
published in traditional media is disseminated through social platforms, thereby
expanding its reach; conversely, content from social networks often serves as the basis
for publications in classic mass media. To achieve maximum effectiveness, it is
advisable for companies to integrate these communication channels into a unified
information strategy.

PR activities must be conducted with strict adherence to ethical standards and
applicable legislation, as violations of these requirements entail legal liability, fines, and
significant reputational damage to the company. The main forms of responsibility in this

sphere include:
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- Legal (criminal) liability, which arises in cases of breaches of the law,
particularly in instances of defamation, dissemination of false information, manipulation
of public opinion, breaches of confidentiality, or copyright infringement;

- Administrative and financial liability, applied for violations of advertising and
information legislation — such as unlawful actions within PR campaigns that may result
in fines, compensation, or even temporary suspension of activities;

- Ethical and civil responsibility, which emerges from failure to comply with
professional standards, potentially leading to public condemnation, boycotts of products
or services, as well as lawsuits due to reputational harm or defamation.

The legislative framework governing liability in the field of public relations
encompasses a range of normative legal acts. In particular, the Criminal Code of
Ukraine provides for penalties for violations such as copyright infringement (Art. 176),
unlawful use of a trademark (Art. 229), and disclosure of confidential information (Art.
344) [19]. The Law of Ukraine “On Advertising” establishes liability for the
dissemination of false or unlawful advertising (Arts. 8, 10, 27) [7]. The Code of Ukraine
on Administrative Offences prescribes sanctions for breaches of advertising legislation
(Art. 164-3) and for restricting access to public information (Art. 212-10) [21]. The
Civil Code of Ukraine regulates liability for the dissemination of false information that
damages honour, dignity, or business reputation (Art. 277), and provides for
compensation for moral harm (Art. 1167) [16]. Additionally, provisions of the Laws
“On Consumer Rights Protection” [20] and “On Protection Against Unfair
Competition” [13] govern the legitimacy of informational influence on consumers and
prohibit the use of false information or competitors’ business reputations.

To mitigate legal risks, PR professionals must comply with current legislation,
avoid manipulation of public opinion, refrain from using third-party content without
appropriate permission, and abstain from disseminating false or misleading information.
Adherence to these requirements contributes to the formation of a sustainable image and
fosters trust among the audience.

Conclusions. The study of contemporary legal aspects of public relations activity
has revealed that this field is dynamic and requires continuous updating in response to
legislative changes and the development of digital technologies. The main challenges
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include the protection of personal data, adherence to ethical standards, regulation of
advertising, and liability for the dissemination of false information. Analysis of
Ukrainian legislation has identified gaps in the regulation of communication on social
media, the distinction between information and advertising, as well as accountability for
manipulation of public opinion.

Taking into account international experience, a number of amendments to the
current legislation are proposed:

- to regulate activities on social media by obliging bloggers to label advertising
content (e.g., #advertisement, #collaboration), introduce fines for covert advertising,
and define the concept of “manipulative content” within the Law “On Information”;

- to clearly distinguish advertising from information by introducing fines for
“paid placement” and mandatory declaration of sponsored publications in the media;

- to establish criminal liability for the organization of bot networks and equate
fake reviews with consumer deception.

Prospects for further research include harmonizing national legislation with
international standards, analyzing the impact of artificial intelligence on PR
communications, defining the legal status of bloggers, and assessing the effectiveness of
self-regulation through ethical codes. The application of global experience will promote
market transparency, enhance accountability, and ensure a balance between freedom of

speech, commercial interests, and citizens’ rights.
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